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Abstract. A growing numberof embeddedlevicesare connectedo TCP/IP
networks.Configuringthe networkparametersf a deviceis atedioustask,as
manydevicesdo not havean appropriatauserinterfaceto do this comfortably,
or the numberof devicesis simply too largeto configureevery single one
manually. Furthermore,devices,to accomplishtheir job, more and more
dependuponthe servicesprovidedby otherdevices.Finding theseservices
with no or minimal configurationis animportantfeature.This paperdiscusses
the fundamentalissuesin automaticconfigurationand servicediscoveryb
addressassignmentpameresolution,servicediscovery,servicedescription,
serviceinvocationandservicepresentationThen, four populartechnologies
that solve someor all of theseissuesare presented® Zero Configuration
Networking, Universal Plug and Play, Jini and JXTA.

1 Introduction

A growing numberof embeddedievicesare connectedo TCP/IP networks.And many of

thesedevicesareno longerpassivenetworknodes waiting for someoneelseto controlthem.
They are full-blown network citizens, actively communicatingwith their peersand often
relying on the networkservicegrovidedby otherdevicesto do their job. For this to work, all

thesedevicesmustbe configuredproperly.Configuringthe networkparametersf adeviceis

a tedioustask, as many devicesdo not have an appropriateuser interfaceto do this
comfortably.This is especiallyan issuewith consumerdevices,wherethe usermight not
evenhavethe necessaryechnicalknowledgeto configuresucha device.And asthe number
of devicesin a network grows, configuring eachdevice separatelyis no longer practical.
Therefrom comesthe needfor the automaticconfigurationof network devicesand the
automaticdiscoveryof network services.In recentyears,the industry hascomeup with a
variety of different technologies and specifications to address this.



2 Usage Scenarios

The potentialusagescenariodor automaticdeviceconfigurationand servicediscoveryare
manifold andrangefrom consumeelectronicgo industrialautomatiorhardware Following,
a few examples are presented.

2.1 Network Printers

Most of the network-capableprinters available on the market today support Zero
ConfigurationNetworking (Zeroconf). This allows them to automaticallyannouncetheir
presencdo the network. Given that Zeroconf-capableoftwareis installedon a PC (e.g.,
AppleO®Bonjour software),printers supportingZeroconfare discoveredautomaticallyand
readyfor printing assoonasthey are pluggedinto the networkandpoweredon. No further
configuration of IP addresses, etc. is required.

2.2 Home Audio/Video Devices

Someof the neverA/V receiverscomewith an Ethernetinterfacefor connectingthemto a
homenetwork.This makesit possibleto streammusicor video from a PC or mediajukebox
directly to the receiver,andevento control thesemediasourcesusingthe receiverOsmote
control. PCsand media serversmust be able to advertisetheir media collectionsto the
receiver,and the receivermust be able to control the playbackon the media sources.
Especiallyin sucha settingit cannotbe expectedfrom the userthat he configuresIP

addressesr setsup DHCP or DNS servers.The de-factostandardechnologythat makesall

this work is Universal Plug and Play (UPnP).

2.3 Home, Building and Industrial Automation

Ethernetand TCP/IP are becomingincreasinglypopularin automationsystems.These
systemsareoftencharacterizetby alargenumberof smalldevicestalking to eachother,or to
oneor morecentralserversTo makethe life easierfor maintenanceéechniciansaddingnew
devicesto such an environment,new devices(e.g., sensorsand actuators)should be
automatically recognized by the system as soon as they are connected and powered up.

3 Fundamental Issues

Generally,there are three fundamentalissuesthat must be dealt with for the automatic
discoveryof networkdevicesandservicesandthreemoreissueshat mustbe dealtwith for
the actual invocation or use of the discovered services.

3.1 Address Assignment

Everydevicemustbe assigned uniquenetworkaddressln caseof TCP/IPnetworksthis can
be donewith the help of a DHCP (Dynamic Host ConfigurationProtocot) server.Should,
however,no DHCP serverbe available(for examplen typical homeusernetworks),another
way of assigningan IP addressemustbe found. Apart from manualconfiguration,which is
oftenundesirablea methodcalled APIPA (Automatic PrivatelP Addressingor AutolP for
short)is used.In this case,a deviceOF CP/IP stackrandomlychoosesan IP addressn the
private (link-local) IP addressangel69.254.0.Go 169.254.255.255l0 preventtwo or more

! The DHCP protocol is described in RFC 2131 B Dynamic Host Configuration Protocol.
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devicesfrom accidentallyselectingthe sameaddresseachdevicemustprobe,usingthe ARP
(Address Resolution Protoéplwhether the chosen address is availéble.

3.2 Name Resolution

Whenevera user(or device)wantsto accessanotherdeviceover the network, he usually
wantsto referto the deviceby its name,not by its IP addressin a typical TCP/IPnetwork,a
DNS (DomainNameSysten) serveris usedto mapdomainnameso IP addressesAgain, if
no DNS serveris available,suchasin a typical homenetwork, anotherway of resolving
nameso IP addressess required.Multicast DNS (mDNS), asusedby Zeroconf,is suchan
alternative technology.

3.3 Service Discovery

A useror devicemust be able to find a serviceprovided by one or more devicesin the
network. The importantpart hereis that the user(or device)usually doesnot carewhich
deviceimplementghe service,aslong asthe servicewith specificpropertiess availableand
accessibleA typical examplefor servicediscoveryis: | needto print a documentin color.
Givemean IP addressand port numberwherel cansendthe print job to, usingthe Internet
Printing Protocol (IPP), so that the document will be printed in color.

What all technologiedor servicediscoveryhavein commonis, that they makeuseof IP
multicasting. IP multicasting usesaddressesn a specialaddressrange (224.0.0.0to
239.255.255.255)A packet(typically, a UDP packet)sentto a multicastaddresss received
by all hosts listening to that specific address.

Service discovery is implemented in the following way:

¥ An application or device that needs a certain service sends a request describing the
required properties of the service to a specific multicast address (and port number).

¥ Other applications or devices on the same network receive the request, and if they
provide the requested service themselves (or know another device that implements the
service), respond with a message describing where the service can be found.

¥ The application or device searching for the service collects all responses, and from the
responses chooses the one service provider it is going to use.

In addition, devices that join or leave a network can send announcements to other devices
describing the availability of the services they provide.

3.4  Service Description

Oncea certainservicehasbeendiscoveredjt may be necessaryo obtainmoreinformation
aboutthe service.For example jf a serviceconsistsof multiple operationsit is necessaryo
find out exactlywhatoperationsare supportedandwhatargumentsnustbe passedo them.
This is the purpose of service description.

In caseonly well-definedserviceprotocolsareused(e.g.,HTTP, InternetPrinting, or media
streaming),servicedescriptionis not necessarybecausehe only information neededto
accesghe serviceis the network addresqIP addressand port number,or URI), andthis

2The ARP protocol is described in RFC 826 B Ethernet Address Resolution Protocol.

% The exact algorithm is described in RFC 3927 B Dynamic Configuration of IPv4 Link-Local Addresses.

* The DNS is described in various protocols, the most important being RFC 1034 B Domain Names D Concepts
and Facilities, and RFC 1035 B Domain Names - Implementation and Specification.
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informationcanbe obtainedby servicediscovery.In othercasestheinformationobtainedvia
servicediscoveryis insufficient to successfullyaccesghe service.In sucha case,service
discoveryonly returnsthe addressf a networkresourcethat providesdetailedinformation
about the capabilities of the service, and how to access them.

3.5 Service Invocation

After an applicationhasobtainedenoughinformationaboutthe servicest wantsto acces®
eithervia servicediscoveryalone,or togetherwith servicedescription,the applicationwill
accessor invoke them. This is usually beyondthe scopeof most service discovery
technologiesandthe domainof specializedechnologiesand protocols.Examplesfor such
technologiesare HTTP (HyperText TransferProtocol)[1], SOAP (Simple Object Access
Protocol)[2], JavaRMI (RemoteMethodInvocation)[3], CORBA (CommonObjectRequest
Broker Architecture)[4], or mediastreamingprotocolssuchasRTSP(Real Time Streaming
Protocol) [5].

3.6 Service Presentation

Sometechnologies(UPnP and Jini) provide facilities to presenta device specific user
interfaceto the user,via anotherdevice(e.g.,a centralmanagemenivorkstation,the userOs
PCor TV set).Sucha userinterfacecanbe usedto allow the userto directly interactwith a
device, in order to configure it, or to use some of its functions not available otherwise.

This requiresthatthe userinterfaceis implementedn a deviceindependentvay. Oneway to
dothisis to implementthe userinterfacein HTML (HyperTextMarkup Language)servedoy
anembeddedvebserverbuilt into the device.Anotherway is to implementthe userinterface
in Java,so thatit canbe run everywherea JavaVirtual Machineis available.The user
interfacecodethantalksto the deviceoveranetworkconnectionusinga possiblyproprietary
protocol.

4 Technologies

Figure 1 gives an overview of the technologiegpresentedn this paper,and the rangeof
features they support.

Address Name Service Service Service Service
Assignment Resolution Discovery Description Invocation Presentation
DHCP mDNS
Zeroconf AutolP DNS DNS-SD
DHCP SOAP
UPnP AutolP DNS SSDP XML GENA HTML

Jini MRP Java Interfaces Java RMI Java Classes

JXTA Advertisments Modules Pipes

Figure 1: Service discovery technologies and their features
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4.1 Zero Configuration Networking

The first technologypresenteds Zero Configuration Networking (Zeroconf) [6, 7], a
technologydevelopedy Apple and promotedunderthe trademarknameBonjour. Zeroconf
is built upontechnologieknown asmulticastDNS (mMDNS) [8] andDNS ServiceDiscovery
(DNS-SD)[9], which themselvesre basedon the provenDNS protocol. Its mostpopular
usesarein network printers,network camerasandfor sharingmusic using AppleOsTunes
musicjukebox software.Opensourceimplementationsare availablefrom Apple andothers
for all important platforms.

ZeroconfusesDHCP and AutolP for addressassignmentf no DHCP serveris available.A

specialvariantof the well-known DNS protocol,multicastDNS, is usedfor nameresolution
in caseno DNS serveris available.In mDNS,a nameresolutionqueryis sentnotdirectly to a
DNS server,as with traditional DNS, but to a multicastaddress.All network devices
supportingZeroconfand listening to this multicastaddressrespondto nameresolution
gueries, if they have the requested information.

Finally, for servicediscovery,an extensionof the DNS protocol called DNS Service
Discoveryis used.DNS-SD canbe usedboth with multicastDNS (the usualway), or with
traditionalunicastqueriesto a DNS server.With the additionalsupportfor DNS Updateand
DNS Long Lived Queries,two extensionf the DNS protocol, Zeroconfcan be usedto
announceservicesacrosshe globalinternet.In this case,an ordinary DNS serveris usedto
make the serviceinformation available.Periodic automaticupdatesof the DNS serverOs
database ensure that its service information is up to date.

A major advantageof Zeroconfis thatit is basedon proventechnology.Also, it canbe
implementedin a very resourceefficient way, making it a good choice for resource
constrained embedded devices.

Besideheavyuseby Apple in manyof its applicationdor Mac OS X andWindows(iTunes),
Zeroconfis popularamongmanufacturerof printersand network camerasin the home
entertainment sector, it has lost the race to UPnP.

4.2  Universal Plug and Play

UniversalPlugandPlay[10], or UPnPfor short,is atechnology backedby the UPnPForum
initiated by Microsoft andothers.UPnPtriesto achievethe samegoalsasZeroconf,albeiton
a different technologicalbasis,the Simple ServiceDiscoveryProtocol (SSDP)[11]. Also,
UPnPgoesmuchfurtherthanZeroconfin thatit coverseverythingfrom addressassignment
to service presentation.

For addressassignmenand nameresolution,UPnPusesthe sametechnologiesaasZeroconf:
DHCPandAutolP. For servicediscovery,UPnPusesa specialvariantof the HTTP protocol,
usingUDP insteadof TCP[12]. This approacthassomeminor problemsFirst, UDP packets,
in orderto avoid packetfragmentationmustnot exceedb12 bytes.SincetraditionalHTTP is
ratherverbose and a requestOsetadatacould easily aloneeatup all the availablespace,
UPnP usesextra short namesfor its HTTP headerfields. This makesthe protocol look
somewhatwkward.Secondparsinga HTTP messageequiresfar moreeffort andthuscode
than parsing,for example,a DNS-SD messageln additionwith the heavyuseof XML in
UPNP thisleadsto highermemoryandCPU performanceaequirementshanZeroconf.As the
practice shows, however, this does not seem to be a real problem.

UPNnP also supportsservicedescription,serviceinvocation and service presentationFor
servicedescription, XML documentsdescribinga device or service (thus called UPnP



device/servicalescriptionstanbe downloadedrom anembeddedveb serveron the device.
For serviceinvocation,SOAP (the SimpleObjectAccessProtocol)is usedoverHTTP. UPnP
alsosupportventnotificationsthata devicecanuseto notify interestegartiesof changedo
its internalstate. GENA (GeneraEventNotification Architecture)[13], asimpleHTTP-based
protocol, is used for that purpose.

Finally, for servicepresentationHTML pagesservedby the deviceOsmbeddedveb server
are used.

UPnNPis very often usedfor networkedhomeaudioandvideo devicesandhomenetworking
equipment. Various implementations, both open source and commercial, are available.

4.3  Jini

Jini [14] is basedon the Javaplatform andtries to accomplishsimilar goalsasUPnP.Since
Jiniis tied heavilyto the Javaplatform,its useis restrictedto devicespowerfulenoughto host
a Java Virtual Machine. It supportsservice discovery, description, invocation and
presentationall implementedusing standardlavafacilities. Jini hasbeendevelopeddy Sun
Microsystems.

For servicediscovery Jini requiresa centralregistry. Jini devicescanfind the registryvia
UDP multicastsusinga protocol proprietaryto Jini, which avoidsmanualconfigurationof
Jini devices However,the requiremenbf a centralregistrymakeslini harderto deploythan
other technologies.

For servicedescriptionand serviceinvocation, Jini relies on JavaRMI (RemoteMethod
Invocation).A specialfeatureof Jini is thatis usesdownloadableodeto accesservicesAn
applicationor devicewantingto accessa Jini servicesdownloadsa pieceof Javacodefrom
the device. This code then manages the communication between the two devices.

Downloadablecodeis alsousedfor servicepresentationln this casethe codedownloaded
from the device implements a graphical user interface to access or configure the device.

The mostimportantdrawbackof Jini is its relianceon the Javaplatform. It hasnot seenmuch
usein embeddedlevices However,itOsometimedeingusedin distributedapplicationduilt
on the Java platform.

44 JXTA

Like Jini, JXTA [15, 16] hasbeendevelopedoy SunMicrosystemsHowever,unlike Jini,
JXTA is nottied to the Javaplatform.Opensourceimplementation®f Jini in JavaandC are
availablefrom SunMicrosystemsAn implementationn C++ is currentlyin developmenby
Applied Informatics.

JXTA is much more than a platform for servicediscovery.It is a completemiddleware
infrastructurefor building peer-to-peesystemshat scalesfrom local areanetworksto the
global internet.

JXTA reliesheavily on XML. This alonemakesit a bit of a heavyweightechnology.lt is
basicallyindependenof the underlyingtransportprotocolP plain UDP and TCP, aswell as
HTTP and others are supported.

Centralto JXTA is the conceptof peersandpeergroups.Peersaresinglehoststaking partin
a JXTA network. In order to communicate with other peers, peers form peer groups.

For service discovery and service description,JXTA usesso-called advertisements.
Advertisementsare XML documentglescribingthe availability and featuresof peers,peer
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groupsandtheir servicesServicesaareimplementedasso-callednodules Peerscommunicate
with otherpeersover pipes,which areabstraccommunicatiorchannelsDifferent flavors of
pipesare available,implementedon top of variouscommunicatiorprotocols,suchas UDP
(multicast), TCP or HTTP.

JXTA is the most complex of the technologiesintroducedin this paper.As the only
technologypresentedere,it hasprovisionsfor security.However,its complexity makesit
inappropriatefor resource-constraineslystems Neverthelessits flexibility, extensibility,
security,andscalabilitymakesit a goodchoicefor heavyweighiapplications An exampleis
the U.S. ArmyO$-utureCombatSystem(FCS)[17], which usesIXTA to providethe peer-to-
peer discovery service.

5 Conclusion

Automatic configurationand servicediscoveryfor embeddedlevicesis a solvedproblem.
Mature technologiesare availablethat coverall the typical requirementsThe choicefor a
specific technologydependson many factors, such as scalability, implementationsize,
interoperability with devices from other manufacturers, and so on.
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